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Abstract

Data play a central role in the economy today. Nonetheless, the main trading partner of the
United States--the European Union--places restrictions on cross-border transfers of personal data
exported from the European Union. Destination countries must benefit from a decision by the
European Commission that their data protection practice is “adequate” to import data, or transfer
tools must be used to further protect those data. The United States does not benefit from such a
decision and an arrangement that previously allowed data to continue to flow to the United States--
the Privacy Shield--was invalidated by the Court of Justice of the European Union in 2020 in a
case that is known as Schrems II.

This study focuses on EU-U.S. personal data transfers. It provides a holistic view of the
legal parameters involved in transatlantic data transfer compliance post-Schrems II, relevant
developments past and future, and potential compliance actions, supplemented with relevant
guidance and an analysis of enforcement actions. Such compliance is considered the most difficult
task of privacy professionals today. The aim is to give a fuller understanding in this context of the
EU General Data Protection Regulation (GDPR), which sets out the cross-border data transfer
restriction, with a view to potential pathways to navigate those challenges.

Following the Introduction, this study dives into both the cross-border transfer restriction
contained in the GDPR, and into the Schrems II ruling. EU-U.S. negotiations to try to build a
replacement for the Privacy Shield are discussed. A new 2021 version of the standard contractual
clauses transfer tool, used to allow data exports, is analyzed. In addition, the requirement to
respect the essence of fundamental rights and freedoms set out in the Schrems II judgment is
explained. Supplemental measures to ensure data protection and to allow transfers to jurisdictions
with problematic legislation, such as the United States (with its surveillance laws), are detailed.
Furthermore, European Economic Area data protection enforcement action in the domain of cross-
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border transfers is *159  studied, including a recent case relating to the use of the popular
Google Analytics tracking cookies. Finally, lessons for compliance are drawn, prior to concluding
remarks.
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Data are taking a more and more central role in the economy, whether they are personal data, sector-
specific data, or other forms of data. However, due to a range of policy concerns, governmental
regulations such as localization requirements and cross-border transfer conditions are arising.1 At
the same time, cross-border data flows make up an important part of international trade, which such
regulations risk impeding.2 One major player in international trade is the European Union,3 which
today consists of twenty-seven member states.4 The European Union's General Data Protection
Regulation (GDPR)5 even underscores the importance of personal data flows to international trade,
stating that “[f]lows of personal data to and from countries outside the [European] Union and
international organisations are necessary for the expansion of international trade and international
cooperation,” but cautioning that this creates new challenges and concerns for data protection.6

*161  Data protection, as the term is used in the European Union,7 incorporates elements of both
economic and social regulation, and protects what is considered there to be a fundamental right.8

Once personal data processing fits under the law, obligations apply to the parties collecting and
processing such data, and rights benefit those to whom the data relate.9 The Charter of Fundamental
Rights of the European Union (Charter), provides that personal data which are to be protected
“must be processed fairly for specified purposes and on the basis laid down by law. Everyone has
the right of access to data which has been collected concerning him or her, and the right to have
it rectified.”10 These and other rights and requirements are developed more fully in the GDPR.
Furthermore, “Compliance ... shall be subject to control by an independent authority.”11 Under
the GDPR, this may involve administrative fines going up to the greater of €20 million or 4%
of annual turnover in the case of violations of provisions regarding transfers of personal data by
companies.12

Given these constraints, certain businesses, whether American or other non-European, or even
European, may wonder how they can comply with the GDPR and export personal data back to their
home offices or to service providers outside of Europe. What are the legal provisions applicable
to them? What measures are available to help them export the data? What limits apply?

I. Overview

A. Aims and Structure of This Study

This study discusses compliance under the GDPR with respect to cross-border data transfer
restrictions after the important Schrems II ruling of the Court of Justice of the European Union
(CJEU) announced on July 16, 2020.13 In doing so, it attempts to provide a holistic view of
the legal parameters involved, developments past and future, and potential compliance action.



TRANSATLANTIC DATA TRANSFER COMPLIANCE, 28 B.U. J. Sci. & Tech. L. 158

 © 2023 Thomson Reuters. No claim to original U.S. Government Works. 4

It supplements this *162  through relevant guidance and an analysis of enforcement cases. The
hope is that the reader will leave not only with a fuller understanding of the challenges of GDPR
compliance in cross-border data transfers, but also with a view of potential pathways to navigate
those challenges.

The issue of cross-border data transfer requirements is crucial as compliance with such
requirements is considered the most difficult task of privacy professionals, according to a recent
report.14 More particularly, this study focuses on transatlantic data flows between the European
Union and the United States, given the significance of the trade relationship between those two
blocs.15 However, the discussion should be informative for personal data transfers to other areas
of the world, as the Schrems II decision has implications for data transfers worldwide, which
will be seen in this study's discussion of that case. However, the choice of the United States as
the destination country in this study is significant. Not only are more and more nations adopting
privacy laws, but the lack of a robust U.S. federal privacy law means that the U.S. companies may
risk more and more regulatory “challenges” and distrust, not just in Europe, but worldwide.16

Following this Overview, this article describes cross-border data transfer restrictions under the
GDPR and the Schrems II decision. Secondly, this article discusses ongoing negotiations between
the European Union and the United States to reach an agreement on personal data transfers. Third,
this article studies a new 2021 version of a data transfer tool--standard contractual clauses. Fourth,
this article introduces and analyzes supplemental measures used to safeguard cross-border flows.
In doing so, I consider 2020 and 2021 recommendations from the European Data Protection Board
(EDPB), which is the EU institution created to ensure consistent application of the GDPR and to
provide advice and *163  guidelines about the GDPR (among its other tasks).17 Fifth, this article
draws lessons for compliance. Finally, this article ends with concluding remarks.

Now, for the remainder of this Overview this study sets out the context for transatlantic cross-
border data flows under the GDPR and for the Schrems II decision. First, this study further
introduces the GDPR, Europe's new data protection legislation. Then, I briefly sketch the historical
background of the Safe Harbor, Schrems I, and the establishment of the Privacy Shield.

B. Introduction to the GDPR

Since May 25, 2018,18 the GDPR has applied with extraterritorial effect on many companies,
individuals, and public bodies,19 including those with no establishment in the European Union but
who process20 personal data21 of individuals (“data subjects”22) located in the European Union
related to: (i) the offering of goods or services to them, whether for pay or not,23 or to (ii) the
monitoring of data subject behavior to the extent it occurs in the European Union.24 In applying
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(i) above, the EDPB has established a “targeting criterion” to determine whether an individual has
been intentionally targeted for the offer of goods or services.25 In certain cases covered by the
territorial scope of Article 3 of the *164  GDPR, a cross-border data transfer may occur.26 The
GDPR continues a cross-border personal data transfer restriction found in prior legislation, which
is addressed in Part II.A.

The GDPR succeeded and repealed Directive 95/46/EC (1995 Directive),27 which first helped
achieve a degree of EU data protection law harmonization following its adoption in 1995 and
subsequent implementation in EU member state laws.28 While the 1995 Directive had as one of its
two stated objectives the prohibition of restrictions on the free flows of personal data between EU
member states based on data protection grounds,29 it also established a limitation on the export of
personal data outside of the European Union, prohibiting it unless the destination country, known
as a “third country,” ensured an “adequate level of protection”30 for such data, as discussed in
Part I. However, the United States was not generally considered to have an adequate level of data
protection,31 and thus this cross-border data transfer limitation threatened to halt personal data
exports from the European Union to the United States.32

C. The Safe Harbor, Schrems I, and the Establishment of the Privacy Shield

Given the important commercial relationship between the United States and the European Union,33

the threatened halt to cross-border personal data flows *165  between the two gave reason for fear
for U.S. data importers.34 Accordingly, in 2000, the European Commission (“Commission”) and
the U.S. Department of Commerce (“DoC”) attempted to find a solution, and eventually negotiated
a data governance framework, which was formalized in a Commission adequacy decision known as
the Safe Harbor Decision.35 U.S. companies desirous of importing EU personal data to the United
States could self-certify themselves as being compliant with the Safe Harbor privacy principles,
issued by DoC and annexed to the Safe Harbor Decision,36 and continue to import data to the
United States.37 These principles were intended to provide the data subjects of the data with rights
and protections comparable to those under the 1995 Directive.38 For most companies, the U.S.
Federal Trade Commission (“FTC”) held responsibility for monitoring this compliance, while the
U.S. Department of Transportation (“DoT”) had jurisdiction for airlines and travel agents.39 Those
companies excluded from FTC and DoT jurisdiction, essentially those in the telecommunications
and financial sectors, were also excluded from the Safe Harbor agreement.40

However, while it had jurisdiction in most cases, the FTC took several years before it began to
proactively monitor Safe Harbor compliance.41 Shortly *166  afterward, the Commission had
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reviewed and criticized the Safe Harbor agreement and provided recommendations for its reform
in a 2013 report.42 In the interim, U.S. intelligence contractor employee Edward Snowden had
revealed U.S. mass surveillance programs and the role of U.S. technology giants (“U.S. Tech
Giants”) in cooperating with the authorities in these programs.43 At the same time, it was revealed
that U.S. intelligence had hacked telephone communications of Europeans such as German leader
Angela Merkel.44 These revelations had a significant impact on European views of the U.S. Tech
Giants and of the U.S. intelligence activities45 and helped partisans of the GDPR overcome the
effect of massive lobbying and eventually adopt a version of that legislation on first reading in the
European Parliament sitting in plenary.46

*167  These same revelations of U.S. mass surveillance were at the heart of the Schrems I
decision, in which the CJEU invalidated the Safe Harbor Decision on October 6, 2015.47 In
the case, Maximilian Schrems argued that personal data from his Facebook account, which was
collected and processed under the responsibility of Facebook Ireland Ltd (the controller48), would
be transferred to parent Facebook Inc. (now Meta) in the United States, where it would be subject
to potential access by the authorities, without the same safeguards as in the European Union.49

Following that decision, in 2016, EU and U.S. authorities negotiated a replacement personal data
transfer framework--the EU-U.S. Privacy Shield, which then benefitted from an adequacy decision
of the Commission (Privacy Shield Decision).50 These data agreements were safeguards then
available in order to transfer personal data to the United States, and thus to avoid a blocking of
data flows by the cross-border personal data transfer restrictions under EU data protection law, the
current version of which--the GDPR--is discussed in Part II.A.

II. Restrictions of Cross-Border Personal Data Transfers under the GDPR and Schrems II

This Part begins by setting out the legislative provisions of the GDPR restricting certain cross-
border transfers of personal data. Subsequently, the Schrems II decision and its context are
examined in detail.

A. GDPR Cross-Border Transfer Restriction

The GDPR provides for a restriction of cross-border personal data transfers, limiting them to
third countries that provide an adequate level of data protection, with the relevant provisions
applied “to ensure that the level of protection of natural persons guaranteed by [the GDPR] is not
undermined.”51 The term “third country” must now be read as a country outside of the European
Economic Area *168  (EEA), which includes the now twenty-seven EU member states, and three
member states of the European Free Trade Association (Iceland, Liechtenstein, and Norway).52 In
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order to become applicable throughout the EEA the GDPR needed to be incorporated into the EEA
Agreement by an EEA Joint Committee Decision.53 Such a decision was issued on July 6, 2018,
and so the GDPR was incorporated into the EEA Agreement,54 with effect from July 20, 2018.55

The GDPR provides that “The free movement of personal data within the [European] Union shall
neither be restricted nor prohibited for reasons connected with the protection of natural persons
with regard to the processing of personal data.”56 However, today this provision should be read
to extend to all of the EEA.

There is no definition in the GDPR of the notion of a personal data transfer to a third country or an
international organization. However, the EDPB has recently identified three criteria which when
cumulated indicate that there is such a transfer:

(1) A controller or a processor57 is subject to the GDPR for the given processing.

(2) This controller or processor (“exporter”) discloses by transmission or otherwise
makes personal data, subject to this processing, available to another controller, joint
controller or processor (“importer”).

(3) The importer is in a third country or is an international organisation, irrespective
of whether or not this importer is subject to the *169  GDPR in respect of the given
processing in accordance with Article 3.58

It should be kept in mind that for point 1 above to apply, the territorial scope requirements of
Article 3 of the GDPR must be met, such that the controller or processor falls within the ambit of
the legislation.59 Furthermore, the EDPB advises that no transfer is considered to have occurred
when a data subject discloses his or her data directly and on his or her initiative to the recipient,60

nor does one exist where there is no different controller or processor receiving or being given
access to the data.61 In those cases, the requirements of point 2 above are not satisfied. However,
intra-group data disclosures may be considered transfers, depending on the circumstances.62 The
EDPB underscores the point that:

... controllers and processors whose processing is subject to the GDPR pursuant to
Article 3 always have to comply with Chapter V of the GDPR when they disclose
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personal data to a controller or processor in a third country or to an international
organisation. This also applies to disclosures of personal data carried out by controllers/
processors which are not established in the EU but are subject to the GDPR pursuant to
Article 3(2) to a controller or processor in the same or another third country.63

When a cross-border transfer has occurred, the overall legal framework of the European Union
no longer applies, so other forms of protection for personal data must be provided, such as the
transfer being made in connection with a Commission adequacy decision or providing appropriate
safeguards for data protection.64 A cross-border transfer outside of the EEA may take place if the
destination country or international organization benefits from a Commission adequacy decision.
This means that when “the Commission has decided that the third country, a territory or one or more
specified sectors within the third country, or the international organisation in question ensures an
adequate level of protection,” a transfer may occur without specific authorization.65 Such was the
case with respect to companies on the Privacy Shield Decision (Privacy Shield Decision)66 List,
until the Schrems II decision. While the list of countries benefitting *170  from a Commission
adequacy was recently lengthened by the addition of the Republic of Korea on December 17,
2021,67 it is still rather short. In addition to South Korea, adequacy has now been recognized for
Andorra, Argentina, Canada (for commercial organizations), Faroe Islands, Guernsey, Israel, Isle
of Man, Japan, Jersey, New Zealand, Switzerland, the United Kingdom under both the GDPR and
the Law Enforcement Directive (LED) (Directive (EU) 2016/680), and Uruguay.68

Otherwise, appropriate safeguards such as standard contractual clauses (SCCs),69 or binding
corporate rules (BCRs)70 may be used as a basis for transfer under certain conditions. Binding
corporate rules (or BCRs) are defined as:

personal data protection policies which are adhered to by a controller or processed
established on the territory of a Member State for transfers or a set of transfers of
personal data to a controller or processor in one or more third countries within a group
of undertakings, or group of enterprises engaged in joint economic activity.71

Thus, unlike SCCs, BCRs are reserved to transfers within corporate and other undertaking groups.

However, in a recent trade association study, eighty-five per cent of companies surveyed were
estimated to use SCCs, making them by far the most widely used data transfer mechanism.72 Only
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five percent of companies surveyed were using other data transfer mechanisms.73 Moreover, SCCs
were clearly the target for invalidation in the Schrems II litigation.

B. Schrems II Proceedings and Ruling

During the investigation by the Irish supervisory authority74 (Data Protection Commission
(DPC)) of the facts related to the Schrems I case, Facebook *171  revealed that a “large
part” of the personal data it transferred was done so using SCCs.75 At the suggestion of the
DPC Commissioner, Maximilian Schrems made a reformulated complaint asking the Irish Data
Protection Commissioner to suspend or prohibit the transfer of his data by Facebook Ireland to
the U.S. parent company Facebook Inc., based on his assertion that U.S. law requires Facebook
to make the data it transfers available to the U.S. authorities, such as the NSA, and that the such
data are used in ways incompatible with the rights to privacy and data protection, and the right to
an effective remedy and to a fair trial76 under the Charter of Fundamental Rights of the European
Union (“Charter”). The DPC Commissioner brought an action before the High Court in Ireland,
so that it could be referred to the CJEU on the validity of the 2010 SCC adequacy decision (“SCC
Decision”) of the Commission, which was at issue in Schrem's reformulated complaint. The Irish
High Court--the referring court--had established findings that the U.S. authorities' intelligence
activities related to personal data transferred to the United States were based on Section 702 of the
FISA (U.S. Foreign Intelligence Surveillance Act) and on E.O. 12333, and that non-U.S. persons
are covered only by PPD-28, as to limitations on intelligence activities, and that only specifies that
intelligence activities should be “as tailored as feasible.” In its request for reference preliminary
ruling, the referring court “asks whether the SCC Decision may be considered to be valid,” despite
the SCCs not being binding on the U.S. authorities.

In Schrems II, the CJEU found that there was nothing in the SCC Decision that prevented
supervisory authorities from “suspending or prohibiting, as appropriate, a transfer of personal
data to a third country” made using the SCCs annexed to that decision, under the Charter of
Fundamental Rights of the European Union (“Charter”).77 The DPC Commissioner brought an
action before the High Court in Ireland, so that it could be referred to the CJEU on the validity
of the 2010 SCC adequacy decision (“SCC Decision”)78 of the Commission, which was at issue
in Schrem's reformulated complaint.79 The Irish High Court--the referring court-- had established
findings that the U.S. authorities' intelligence activities related to personal data transferred to the
United States were based on Section 702 of the FISA (U.S. Foreign Intelligence Surveillance
Act) and on *172  E.O. 12333,80 and that non-U.S. persons are covered only by PPD-28, as to
limitations on intelligence activities, and that only specifies that intelligence activities should be
“as tailored as feasible.”81 In its request for reference preliminary ruling, the referring court “asks

https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1981253038&pubNum=0001043&originatingDoc=I630badb54eaa11ed9f24ec7b211d8087&refType=CA&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1981253038&pubNum=0001043&originatingDoc=I630badb54eaa11ed9f24ec7b211d8087&refType=CA&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
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whether the SCC Decision may be considered to be valid,” despite the SCCs not being binding
on the U.S. authorities.82

The DPC Commissioner had not made a final decision on Schrems' complaint prior to the date of
application of the GDPR,83 thus the questions referred to the CJEU were decided with reference to
the GDPR which by then had repealed and replaced the 1995 Directive.84 The CJEU in Schrems
II highlighted the fact that Article 46(1) of the GDPR “states that data subjects must be afforded
appropriate safeguards, enforceable rights and effective legal remedies.”85 The standard applied by
the CJEU, was whether the level of protection provided by SCCs to the data subject's personal data
was “essentially equivalent to that guaranteed within the European Union” by the GDPR.86 This
standard of “essentially equivalent” was already invoked by the CJEU in its Schrems I decision,
in which it was stated with respect to a Commission adequacy decision that:

[I]n order for the Commission to adopt a decision pursuant to Article 25(6) of Directive
95/46, it must find, duly stating reasons, that the third country concerned in fact ensures,
by reason of its domestic law or its international commitments, a level of protection of
fundamental rights essentially equivalent to that guaranteed in the EU legal order[.87

The predecessor to the EDPB under the 1995 Directive--the Article 29 Data Protection Working
Party--advised that “the objective is not to mirror *173  point by point the European legislation,
but to establish the essential--core requirements of that legislation.”88

In Schrems II, the CJEU found that there was nothing in the SCC Decision that prevented
supervisory authorities from “suspending or prohibiting, as appropriate, a transfer of personal data
to a third country” made using the SCCs annexed to that decision,89 and that “effective mechanisms
which, in practice, ensure that the transfer to a third country of personal data” pursuant to the
SCCs, “is suspended or prohibited where the recipient of the transfer does not comply with those
clauses or is unable to comply with them” are provided by the SCC Decision.90 Accordingly, the
validity of the SCC Decision was not affected,91 although certain conditions had to be met for
their use. Indeed, SCCs cannot bind public authorities92 and so, depending on the circumstances,
controllers may need to adopt supplementary measures to ensure compliance with the required
level of data protection:93

It is therefore, above all, for that controller or processor to verify, on a case-by-case
basis and, where appropriate, in collaboration with the recipient of the data, whether
the law of the third country of destination ensures adequate protection, under EU law,
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of personal data transferred pursuant to standard data protection clauses, by providing,
where necessary, additional safeguards to those offered by those clauses.94

Thus, following a case-by-case analysis, the exporter of personal data may need to adopt measures
to supplement the SCCs.

However, the CJEU also examined the validity of the Privacy Shield Decision, which “enables
interference, based on national security and public interest requests or on domestic legislation
of the United States, with the fundamental rights of the persons whose personal data is or could
be transferred from the European Union to the United States,” which could result from “access
to, and use of, personal data transferred from the European Union to the United States by US
public authorities through the PRISM and UPSTREAM surveillance programmes under Section
702 of the FISA and E.O. 12333.”95 The fundamental rights concerned, the right to privacy
and the right to data protection (Articles 7 and 8 of the Charter) are not absolute, and “must be
considered in relation to *174  their function in society,”96 however any limitation to them may
be made only if it is “necessary and genuinely meets objectives of general interest recognised by
the [European] Union or the need to protect the rights and freedoms of others.”97 The CJEU found
that under Section 702 of the FISA there were no limitations “on the power it confers to implement
surveillance programmes for the purpose of foreign intelligence or the existence of guarantees for
non-US persons potentially targeted by those programmes.”98 Furthermore, PPD-28 did not “grant
data subjects actionable rights before the courts against the US authorities,” and so the Privacy
Shield Decision could not ensure an essentially equal level of protection to that of the Charter,
due to a lack of effective and enforceable rights for data subjects.99 A similar situation exists
with respect to E.O. 12333.100 Yet, the Commission was supposed to take account of “effective
administration and judicial redress for the data subjects whose personal data are being transferred,”
when assessing adequacy.101

After reviewing the Privacy Shield Decision Ombudsperson mechanism, which was held up as
a redress mechanism, the CJEU found that there was nothing in the Privacy Shield Decision to
indicate that the decisions of the Ombudsperson would bind the intelligence services, nor that
political claims about the independence of the Ombudsperson were backed up by legal safeguards
on which data subjects could rely.102 Accordingly, the CJEU found that the Privacy Shield Decision
“does not provide any cause of action before a body which offers the persons whose data is
transferred to the United States guarantees essentially equivalent to those required by Article 47
of the Charter.”103 As a result, Article 1 of the Privacy Shield Decision was incompatible with the
requirements for an adequacy decision under the GDPR,104 and Article 1's invalidity affected the

https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1981253038&pubNum=0001043&originatingDoc=I630badb54eaa11ed9f24ec7b211d8087&refType=CA&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1981253038&pubNum=0001043&originatingDoc=I630badb54eaa11ed9f24ec7b211d8087&refType=CA&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
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validity of the adequacy decision in its entirety,105 and therefore “... it is to be concluded that the
Privacy Shield Decision is invalid.”106

Thus, the Privacy Shield Decision has been invalidated and is no longer a mechanism available
for transfers of EU personal data to the United States, however, as discussed above, SCCs--the
new version of which is detailed in Part IV--were not invalidated, and might still be used under
certain conditions as considered in Parts V, VI and VII, and the CJEU mentioned that derogations
*175  might also be available under Article 49 of the GDPR.107 Yet, these derogations are “to
be interpreted restrictively and used sparingly,” to quote one commentator,108 and their focus on
specific situations limits their value in large data processing schemes. As a result, this study will
focus on the use of SCCs. However, before developing its analysis of SCCs further, this study now
turns to the possibility of a replacement for the Privacy Shield Decision.

III. A Privacy Shield Replacement?

Following Schrems II, the question that was immediately asked was, will there be a Privacy Shield
replacement? This Part considers that question, first by examining the negotiations to-date. Then,
the new EU-US Trade and Technology Council is introduced. U.S. Big Tech input and possible
paths forward to unblock the situation are discussed, as is the recently announced Trans-Atlantic
Data Privacy Framework, prior to setting out the procedure for adopting a new adequacy decision
on any eventual Privacy Shield replacement. Finally, a conclusion is drawn with respect to this Part.

A. Negotiation on a Replacement for the Privacy Shield

Shortly after the CJEU rendered its Schrems II judgment, the U.S. Secretary of State said that
the United States would “continue to work closely with the EU to find a mechanism to enable
the essential unimpeded commercial transfer of data from the EU to the United States.”109 That
autumn, the United States, the European Union and the United Kingdom (which was then still
applying the GDPR) were all reported to be trying to establish separate agreements on data
transfers--between the European Union and the United States, between the European Union and
the United Kingdom, and between the United States and the United Kingdom, in the hopes of
having such agreements by early 2021 at the latest.110 Presently, two out of three of the proposed
agreements have either been reached or significantly advanced: in June 2021 the Commission
issued its adequacy decision for UK data protection under the United Kingdom General Data
Protection Regulation (UK GDPR),111 and in December 2021 the United States and the United
Kingdom announced that they had made “significant progress ... *176  to support, stabilize and
realize the benefits of bilateral data flows,” and they were committed to an enduring UK-U.S. data
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partnership.112 However, the recently announced political agreement in principle for a replacement
to the Privacy Shield has yet to be finalized.

B. EU--US Trade and Technology Council (TTC)

On March 25, 2021, the U.S. Commerce Secretary and the EU Justice Commissioner indicate the
intent to intensify negotiations on a replacement to the Privacy Shield.113 Just before the summer,
the two governments recalled that they have “the largest economic relationship in the world,”
established a high-level EU-US Trade and Technology Council (TTC), and committed “to work
together to ensure safe, secure, and trusted cross-border data flows that protect consumers and
enhance privacy protections, while enabling Transatlantic commerce.”114 The TTC has largely
been seen as an effort to counter China's rise in technology sectors.115 A little less than three
months later, Commerce Secretary Raimondo stated that she was confident that “we will reach a
durable resolution on an enhanced Privacy Shield framework that benefits us all.”116 However,
this effort, which failed in June 2021 EU-U.S. summit,117 did not yield a successful data transfer
agreement at the inaugural meeting of the TTC on September 29, *177  2021.118 Data flows were
“off the table” from the TTC meeting, as the EU did not want these discussions mixed in with the
TTC discussions.119 Moreover, Commission officials have cautioned that the negotiation process
could move slowly, and its Commissioner for Justice has said that it may be necessary for the
United States to change its surveillance laws in order to allow for a new agreement.120

C. Input from U.S. Big Tech and Possible Paths to Unblock the Situation

Nonetheless, U.S. Big Tech has actively lobbied for the adoption of a replacement for the Privacy
Shield. For example, on November 26, 2021, representatives of Facebook (Meta) met with Didier
Reynders' staff prior to a meeting with the EU Justice Commissioner and indicated that Meta
would like to discuss on a successor to the Privacy Shield and a timeline for a new agreement.121

On December 1, 2021, representatives of Google met with Commissioner Reynders on, inter alia,
international data flows. Reynders said that much progress had been made in EU-U.S. negotiations
on the issue, but that “certain outstanding issues still remain,” while on its side “Google expressed
the hope that a solution can be found that would not require Congressional action.”122 Thus,
Google seeks a replacement Privacy Shield agreement, without modifications to U.S. surveillance
legislation, even though, paradoxically, it works with Big Tech colleagues at Amazon, Apple,
Dropbox, Evernote, Google, Facebook (Meta),  *178  Microsoft, Snap, Inc., Twitter, Yahoo and
Zoom in a Reform Government Surveillance (RGS) coalition that “strongly believes that current
surveillance laws and practices must be reformed,” and be made “consistent with established global
norms of privacy, free expression, security, and the rule of law.”123
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Various commentators have opined that surveillance law reform is difficult124 or unlikely,125

although it seemed to be the key to unblocking the situation. An alternative proposal involves the
use of executive orders to circumvent Congress.126 Yet, executive orders are inherently unstable,
and may be revoked, modified, or superseded by the same President or his or her successor.127

This aspect will need to be taken into consideration by negotiators, and could potentially lead to a
lack of security for companies relying on the Privacy Shield replacement, if the revocation of an
executive order leads to an invalidation of that replacement instrument.

One possible path that has been put forward to unblock the negotiations is potentially providing
greater oversight of U.S. security agencies, such as having judges decide on whether collection
of EU personal data is legal.128 However, we must remember that geopolitics has a role to play
in the situation.129

*179  D. Geopolitics and the Announcement of a New Trans-Atlantic Data Privacy
Framework

Against the backdrop of the launch of Russia's “special military operation”130 in the Ukraine, and
subsequent close cooperation between the United States and the European Union to deal with this
new geopolitical situation, the Western blocs reached an “agreement in principle” for a new cross-
border data transfer framework.131 The White House and the European Commission announced
the agreement in principle on a new Trans-Atlantic Data Privacy Framework on March 25, 2022.132

The United States is to implement “new safeguards to ensure that signals intelligence activities
are necessary and proportionate in the pursuit of defined national security objectives, establish a
two-level independent redress mechanism with binding authority to direct remedial measures, and
enhance rigorous and layered oversight of signals intelligence activities to ensure compliance with
limitations on surveillance activities.”133 However, the “legal documents” necessary to achieve
this have yet to be drafted and agreed, although it was announced that U.S. commitments would
come in an Executive Order.134

*180  Truly, this agreement remains on the “in principle” level, as emphasized by the EU Justice
Commissioner Didier Reynders, and details must still be worked out.135 However, at a press
conference on March 30, 2022, Commissioner Reynders called the agreement a “significant
improvement” over the Privacy Shield, and he referred to part of the redress mechanism consisting
in a new Data Protection Review Court. In addition, he detailed the process as one that would
take some time--he cited six months of past cases--as from the date that the United States provides



TRANSATLANTIC DATA TRANSFER COMPLIANCE, 28 B.U. J. Sci. & Tech. L. 158

 © 2023 Thomson Reuters. No claim to original U.S. Government Works. 15

first a draft Executive Order (and other relevant acts), then one signed by President Biden, and
indicated that perhaps an adequacy decision could be achieved by the end of 2022.136

E. Procedure for Adopting a New Adequacy Decision

Not only is there a need to find solutions to existing issues in the recently announced Trans-
Atlantic Data Privacy Framework, but there is a procedure to respect once that replacement
data agreement is signed. To complete the procedure takes time, as Commissioner Reynders
mentioned. The procedure for adopting an adequacy decision following the agreement reached
between the DoC and the Commission is set out in Regulation (EU) No 182/2011 (Comitology
Regulation),137 which is referenced in Article 93 of the GDPR on Committee procedure.138 In this
procedure, the Commission's Directorate-General for Justice and Consumers prepares the draft
adequacy decision, which is a form of implementing act, and this is submitted to the Article 93
Committee with a draft agenda for a meeting at which it will be discussed. The submission must
occur no less than two weeks prior to the meeting, although this period may be shortened in
exceptional circumstances. Simultaneously, the draft adequacy decision is made available to the
European Parliament and the Council.139 The Article 93 Committee is made up of Member State
representatives and chaired by a Commission representative who does not participate in a vote.140

Its members may *181  suggest amendments of the adequacy decision and the chair may present
amended versions of it, up until the Article 93 Committee delivers an opinion.141

The Commission must also send the draft to the EDPB, as that body must provide an opinion on its
assessment of the adequacy of the data protection involved.142 In this context, the EDPB indicated
its intention to assess carefully “the improvements that a new Trans-Atlantic Data Privacy
Framework may bring in the light of EU law, the case-law of the CJEU and the recommendations
the EDPB made on that basis,” as well as “how these reforms ensure that the collection of personal
data for national security purposes is limited to what is strictly necessary and proportionate.”143

Furthermore, the EDPB will examine the redress mechanism of the replacement framework to
ensure that it complies with the requirements of the Charter and the CJEU decisions.144 The
EDPB's comments are usually addressed in a refined draft adequacy decision, and a qualified
majority vote must be obtained in order for the Article 93 Committee to adopt its opinion in favor
of the adequacy decision, in which case the Commission must adopt the adequacy decision.145

However, when there is a negative opinion, the Commission must either drop the proposal, submit
an amended version within two months, or refer the draft to an Appeal Committee within one
month, which has the same voting rules as the Article 93 Committee, but is composed of higher
rank representatives of Member States--usually ministers.146 Following a positive opinion, the
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adequacy agreement is formally adopted by the College of Commissioners and published in the
Official Journal, and takes effect on the date indicated in the adequacy decision.147

F. Conclusion on a Privacy Shield Replacement

Yet, given the positions of the CJEU in Schrems I and Schrems II, it appears that the only way
to have an EU-U.S. data agreement leading to an adequacy decision that will stand up to a
probable new challenge would be to make changes to allow for effective redress against unlawful
personal data processing through independent non-executive bodies, although changes to U.S.
*182  surveillance legislation may be required.148 This is the challenge of the new Trans-Atlantic
Data Privacy Framework announced in principle. The solution will need to ensure that there is no
interference with the essence of the fundamental rights to privacy and to data protection, as such a
concept is discussed in Part IV infra. This will, as mentioned above, take time, and so companies
transferring EU personal data to the United States should foresee alternate mechanisms to do so,
such as SCCs, also discussed in Part IV, if the conditions for their use are met. As the EDPB stated,
“[a]t this stage,” the Trans-Atlantic Data Privacy Framework announcement “does not constitute
a legal framework on which data exporters can base their data transfers to the United States. Data
exporters must therefore continue taking the actions required to comply with the case law of the
CJEU, and in particular its Schrems II decision of 16 July 2020.”149

IV. Standard Contractual Clauses--Introducing the 2021 Edition

This Part commences with a brief historical introduction to standard contractual clauses (SCCs).
Then, this study investigates the version of the SCCs approved in 2021, following the application
of the GDPR and the rendering of the CJEU's Schrems II judgment.

A. Brief Historical Introduction to Standard Contractual Clauses

Prior to the adoption and subsequent application of the GDPR, the 1995 Directive provided that the
Commission could decide “that certain standard contractual clauses offer sufficient safeguards”150

to authorize data transfers to third countries not benefitting from an adequacy decision, where
those SCCs offered “adequate safeguards with respect to the protection of privacy and fundamental
rights and freedoms of individuals and as regards the exercise of the corresponding rights.”151 The
Commission used such power four times under the 1995 Directive, to issue four decisions resulting
in three versions of SCCs for two kinds of data transfers; controller-to-controller and controller-to-
processor.152 In June 2001, a decision was issued on SCCs for controller-to-controller transfers,153

which was amended by a new decision in 2004, providing an alternative version of the SCCs with
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a different liability regime between the parties, based on due *183  diligence obligations.154 In late
2001, a decision was issued on SCCs for controller-to-processor transfers,155 which was repealed
and replaced by the SCC Decision in 2010.156

In 2016, following the Schrems I judgment, an amendment was made to the June 2001 SCC
Decision and to the SCC Decision that followed in 2010, to replace language that limited the
powers of national supervisory authorities, and to require notice without delay to the Commission
if the Member States suspended or banned data flows to third countries pursuant to their powers
under Article 28(3) of the 1995 Directive.157 The Schrems II case was based on the SCC Decision
and the 2016 amendment. However, all the SCC decisions, as amended, were all still issued under
the 1995 Directive and had not been drafted to reflect the provisions of the GDPR.158

B. An Investigation of the 2021 Version of the Standard Contractual Clauses

This Section investigates the 2021 Version of the SCCs, intended to modernize the clauses to
reflect requirements of the GDPR and the Schrems II decision. First, I explain the structure,
application, and scope of the 2021 Version of the SCCs. Following that, I study the requirement for
an investigation of destination country law of the Schrems II judgment. Next, this article tackles the
requirement to respect the essence of fundamental rights and freedoms. Then, I examine potential
bases for restricting certain GDPR rights and obligations. Finally, this article discusses reasons for
terminating the SCC contract or suspending transfers and certain requirements for notifications
by the data importer.

1. Structure, Application, and Scope of the 2021 Version of the SCCs

In June 2021, the Commission modernized and replaced the SCC decisions with one new
decision (2021 SCC Decision), with four possible modules to choose from,159 two of which are
new, reflecting significant developments in the *184  data economy leading to the diversity of
conditions today.160 These four modules are:

Module One: Controller-to-controller transfers;

Module Two: Controller-to-processor transfers;
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Module Three: Processor-to-processor transfers (new); and

Module Four: Processor-to-controller transfers (new).161

The 2001 and 2010 SCC decisions were both repealed with effect from September 27, 2021,162

although contracts entered into before that date continued to be effective until December
27, 2021.163 In adopting the new 2021 SCC Decision, the EU legislators recognized that
“Technological developments are facilitating cross-border data flows necessary for the expansion
of international cooperation and international trade,” however a high level of data protection must
be continued after the data are transferred.164

Specifically, the 2021 SCC Decision is not available for transfers where the processing by the
importer falls under the GDPR, for example, where the importer is subject to the territorial scope
of the GDPR under its Article 3(2).165 Furthermore, onward transfers by a data importer in a third
country (or an international organization) to another third country (or an international organization)
may only be made if the conditions provided in Chapter V (“Transfers of personal data to third
countries or international organizations”) of the GDPR are met.166 In addition, the third party to
whom such transfer is made must either accede, or the continuity of data protection is provided
otherwise, or in specific situations (derogations), for example, based on explicit, informed data
subject consent.167 Data subjects should be able to act as third party beneficiaries and *185
enforce the SCC's term, except for internal provisions governing the data exporter/data importer
relationship.168

Importantly, the 2021 SCC Decision sets out requirements for respect of what may be
described as the key data protection principles (or data protection safeguards): in controller-to-
controller transfers (module one) these include purpose limitation, transparency, accuracy and data
minimization, storage limitation, and security of processing, in addition to specific protections
for sensitive data.169 Moreover, the data importer will have to document, inter alia, its processing
activities.170 However, perhaps more interesting are the provisions which reflect the Schrems II
decision requirements.
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2. Schrems II Ruling Requirement for an Investigation of Local Laws and Practices of the
Destination Country

Under the 2021 SCC Decision, the data exporter warrants that “it has used reasonable efforts to
determine that the data importer is able, through the implementation of appropriate technical and
organisational measures, to satisfy its obligations” under the SCCs.171 All four modules contain
the same clause on “Local laws and practices affecting compliance with the Clauses.”172 In it,
the parties:

warrant that they have no reason to believe that the laws and practices in the third
country of destination applicable to the processing of the personal data by the data
importer, including any requirements to disclose personal data or measures authorizing
access by public authorities, prevent the data importer from fulfilling its obligations”
under the SCCs. This is based on the understanding that laws and practices that respect
the essence of the fundamental rights and freedoms and do not exceed what is necessary
and proportionate in a democratic society to safeguard one of the objectives listed
in Article 23(1) of Regulation (EU) 2016/679, are not in contradiction with these
Clauses.173

*186  Article 52(1) of the Charter provides in part that “Any limitation on the exercise of the rights
and freedoms recognized by this Charter must be provided for by law and respect the essence of
those rights and freedoms.”174 The Charter recognizes the rights of privacy (respect for private and
family life)175 and data protection (protection of personal data)176 as fundamental rights, among
others.

In providing their warranty with respect to local law, the parties will have to investigate the
following:

(1) the specific circumstances of the transfer, including the length of the processing
chain, the number of actors involved and the transmission channels used; intended
onward transfers; the type of recipient; the purpose of processing; the categories and
format of the transferred personal data; the economic sector in which the transfer occurs;
the storage location of the data transferred;

(2) the laws and practices of third country of destination--including those requiring
the disclosure of data to public authorities or authorising access by such authorities--
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relevant in light of the specific circumstances of the transfer, and the applicable
limitations and safeguards;

(3) any relevant contractual, technical or organisational safeguards put in place to
supplement the safeguards under these Clauses, including measures applied during
transmission and to the processing of the personal data in the country of destination.177

This assessment must be documented and made available to the relevant supervisory authority
upon request.178 Furthermore, the data importer must warrant that in making its assessment it used
best efforts to provide the exporter with the relevant information and will cooperate to ensure SCC
compliance,179 and that it agrees to notify the exporter promptly if “it has reason to believe that it is
or has become subject to laws or practices not in line with the requirements” of Clause 14(a) of the
Annex to the 2021 SCC Decision, “including following a change in the laws of the third country or
a measure (such as a disclosure request) indicating an application of such laws in practice that is not
in line with the requirements of paragraph (a).”180 If the data exporter receives such a notification,
or if it has reason to believe that the importer can no longer fulfill its obligations, it must promptly
identify appropriate measures (such as technical or organizational measures to ensure data security
and confidentiality) to correct the situation. If it considers that no such measures can be ensured,
or if so ordered by the *187  supervisory authority, it must suspend the data transfer, and may be
entitled to terminate the contract using the SCCs.181

3. Requirement to Respect the Essence of Fundamental Rights and Freedoms

The concept of respecting the essence of the fundamental rights and freedoms has been discussed
in the context of Digital Rights Ireland182 and Schrems I, in which cases the CJEU jurisprudence
first established the notion of interference with the essence of a fundamental right,183 in the context
of privacy and data protection. In Schrems I, for example, U.S. surveillance legislation allowing
public authorities electronic communication on a generalized basis compromised the essence of
the fundamental right to privacy.184 The core purpose of the concept is to prevent the holder of the
right from being “stripped of the inalienable core of her fundamental right,”185 or devoiding the
right of its content.186 However, the concept of essentially equivalent protection, which is seen in
both Schrems I and Schrems II, may be a broader one than the essence of a fundamental right, and
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covers the actual level of protection of EU secondary law,187 such as the 1995 Directive and the
GDPR. Finally, commentators seem to agree *188  that there is some ambiguity in the concept of
the essence of fundamental rights and freedoms and that further development by the CJEU will
be necessary.188

4. Potential Restrictions of Certain GDPR Rights and Obligations

The objectives listed in Article 23(1) of the GDPR and mentioned above, which include possible
bases for restricting certain rights and obligations under the GDPR, include: national security;
defense; public security; criminal prevention, investigation, detection or prosecution or the
execution of criminal penalties; important economic or financial interest of the European Union or
an EU Member State; the protection of judicial independence and judicial proceedings; prevention,
investigation, detection, and prosecution of regulated profession breaches of ethics; monitoring,
inspection or regulatory function connected (even occasionally) to the exercise of official authority
in the cases above (except for judicial independence and judicial proceedings); the protection of
the data subject or the rights and freedoms of others; and the enforcement of civil law claims.189

The full list as it appears in this Article of the GDPR is exhaustive.190 Data subject rights that
may be restricted under these limitations include those contained in Articles 12 to 22 and Article
34, and those in Article 5 corresponding to the rights and obligations in Articles 12 to 22.191

Furthermore, to the extent relevant, the legislative measure should contain specific provisions
as to the purposes of the processing, the categories of personal data involved, the scope of the
restrictions, the safeguards to prevent abuse or unlawful access or transfer, the specification of the
controller, storage periods, risks to the data subjects' rights and freedoms, and the data subject's
right to be informed about the restriction, unless prejudicial to its purpose.192

As stated in the text extracted from the 2021 SCC Decision above, potential restrictions of GDPR
rights and obligations on one of these bases under European Union or Member State law must not
only respect “the essence of the fundamental rights and freedoms” but also must be “a necessary
and proportionate *189  measure in a democratic society.”193 The latter expression, “means that
restrictions need to pass a necessity and proportionality test in order to be compliant with the
GDPR,” which test should be carried out before the legislation is adopted providing a restriction,
and which should be documented.194 The CJEU applies a “strict necessity” test in its jurisprudence,
meaning that the legislative measure cannot exceed that which is strictly necessary to reach the
relevant legitimate objectives.195 Restrictions should meet the requirements of the Charter and
the European Convention on Human Rights,196 and the jurisprudence of the European Court of
Human Rights is relevant in this matter, as a similar test must be carried out for limitations on the
right to privacy provided in Article 8 of the Convention.197 In that jurisprudence, the necessity of
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addressing a pressing social need, the measure's suitability for a legitimate aim, and the limitation's
proportionality are examined.198

5. Termination of SCC Contract, Suspension of Transfers, and Notifications by the Data
Importer

The SCC contract may be terminated with respect to the processing of personal data after
suspension where SCC compliance is not restored within a reasonable time and, in any event,
within one month.199 Also, if the importer is in breach of, or unable to comply with, the SCCs the
exporter must suspend the transfer until compliance is ensured or the contract is terminated without
prejudice to its ability to identify appropriate measures to correct the situation, as mentioned
above.200 An importer's substantial or persistent breach of the SCCs entitles the exporter to
terminate the SCC contract with respect to the processing of personal data,201 as does the importer's
failure to comply with a binding court or supervisory authority decision regarding the importer's
obligations under the SCCs.202 Depending on the relevant module of the SCCs, the data transferred
prior to termination of the SCC contract under Clause 16(c) of the Annex to the *190  2021 SCC
Decision must be immediately returned or deleted in its entirety at the exporter's choice (Modules
One, Two and Three) or the personal data collected by the exporter in the EU which has been
transferred prior to such termination must be deleted in its entirety (Module Four).203

The data importer must also notify the exporter if it receives a legally binding public authority
request under the laws of the destination country for the disclosure of personal data transferred
under the SCCs204 or if it becomes aware any direct access to such data by a public authority under
the laws of the destination country.205 If a destination country's laws prohibit such notification,
the importer must use and document its best efforts to obtain a waiver of the prohibition.206

Furthermore, where permissible under the destination country's law, the importer must report on
requests received (number, type of data, requesting authority, information as to challenges, etc.).207

The information described in this paragraph must be kept for the life of the SCC contract and made
available to the competent supervisory authority upon request.208 Moreover, the importer retains
the obligation to promptly inform the exporter when it cannot comply with the SCCs.209

V. Supplemental Measures to Ensure Data Protection and Allow Transfers

After the Schrems II invalidation of the Privacy Shield Decision no Commission adequacy decision
remains for the United States. Thus, in June 2020, the United States joined a group which includes
most countries in the world outside of the EEA--except for those fourteen nations fortunate enough
to benefit from an adequacy decision--which are listed in Part II.A. Absent a Commission adequacy
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decision, a controller or processor may transfer personal data to a third country or an international
organization “only if the controller or processor has provided appropriate safeguards, and on
condition that enforceable data subject rights and effective legal remedies for data subjects are
available.”210 However, supplementary measures may be used to help fill certain gaps in data
protection when appropriate safeguards (such as SCCs or BCRs, among others) do not achieve
equivalence with GDPR standards.211

The concept of supplementary measures is introduced in Section A, prior to an evocation of the
assessment of transfer tools in Section B. Then supplemental *191  measures including contractual
commitments and technical measures are discussed, respectively, in Section C and Section D of
this Part V.

A. Introduction to Supplementary Measures

The CJEU in Schrems II recognized that SCCs, which were in question in that case, might not
be adequate to protect EU data subjects' personal data, and that “supplementary measures,” might
be required:

[T]he standard data protection clauses adopted by the Commission on the basis of
Article 46(2)(c) [of the GDPR] are solely intended to provide contractual guarantees
that apply uniformly in all third countries to controllers and processors established in the
European Union and, consequently, independently of the level of protection guarantee
in each third country. In so far as those standard data protection clauses cannot, having
regard to their very nature, provide guarantees beyond a contractual obligation to ensure
compliance with the level required under EU law, they may require, depending on the
prevailing position in a particular country, the adoption of supplementary measures by
the controller in order to ensure compliance with that level of protection.212

Failing to provide such supplementary measures when needed could lead to the suspension
or termination of data transfers.213 The Court did not indicate which supplementary measures
would be needed, but data protection authorities and the EDPB helped provide information here.
The GDPR and the CJEU do not define “supplementary measures,” “additional safeguards,” or
“additional measures;”214 however, on November 10, 2020, the EDPB issued a version of its
recommendations for supplementary tools for public consultation.215 The recommendations were
finalized in Version 2.0 and adopted on June 18, 2021.216
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The measures taken to ensure the protection of personal data following transfer to a third country,
such that data subject rights are available and enforceable and that legal remedies are available and
effective, will largely be determined by analysis done by the data exporter, as detailed in Section
B. In that Section, the subject of the European Essential Guarantees for surveillance measures is
*192  raised. Such analysis may lead to the conclusion that supplementary measures described in
Sections C and D must be provided.

B. Assessment of Effectiveness of Transfer Tools in the Destination Third Country

This first thing this study discusses in connection with supplementary measures are not the
supplementary measures mentioned in the Schrems II judgment, but the means to identify when and
where those supplementary measures are needed to ensure that transfer tools provide an effectively
equivalent level of data protection for transfers. As the EDPB indicates, it is up to the data
exporter (whether a controller or a processor) to make an assessment and to select supplementary
measures and to document this, with the resulting documentation made available for the competent
supervisory authority upon its request.217

If an adequacy decision for the third country is available, no specific authorization is required.218

However, if the basis for a transfer is a transfer tool, then an assessment of its effectiveness in
the destination third country must be made and, depending on the result, on a case-by-case basis,
supplementary measures may be called for.219 Transfer tools available include SCCs, BCRs, codes
of conduct, certification mechanisms and ad hoc contractual clauses,220 although SCCs are by far
the most popular.221 In certain circumstances, derogations provided by the GDPR may apply to
allow cross-border transfers, however these must be “exceptional” and not “the rule” in practice,222

thus reducing their interest in the context of multinational enterprises with large-scale transfers.

The EDPB sets out a “roadmap” with steps for assessing whether supplementary measures are
necessary to allow data transfers. The steps are as follows:

Step 1: “Know your transfers;”223

Step 2: “Identify the transfer tools you are relying on;”224
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Step 3: “Assess whether the Article 46 GDPR transfer tool you are relying on is effective
in light of all circumstances of the transfer;”225

*193  Step 4: “Adopt supplementary measures;”226

Step 5: “Procedural steps if you have identified effective supplementary measures;”227

and

Step 6: “Re-evaluate at appropriate intervals.”228

Perhaps the most interesting of these steps for the purposes of this study is step 3. It involves a kind
of limited due diligence investigation of the impact of local legislation in the destination country
on the effectiveness of the relevant transfer tool. During this step the data exporter must assess,
with assistance of the data importer, where appropriate, if the third country's laws or practices
hamper the effectiveness of the safeguards of the relevant transfer tool with respect to the transfer
being evaluated. Elements contained in the assessment could include those on “whether public
authorities of the third country of your importer may seek to access the data with or without the
data importer's knowledge, in light of legislation, practice and reported precedents” and whether
such public authorities “may be able to access the data through the data importer or through the
telecommunications providers or communications channels in light of legislation, legal powers,
technical, financial, and human resources at their disposal and of reported precedents.”229

Obviously, the rule of law situation in the destination country may be relevant to this analysis.230

Sources of information relied upon for the assessment should be “relevant, objective, reliable,
verifiable and publicly available or otherwise accessible,” and you must document that they are
so.231 While the analysis must first be based on legislation in the destination country, the practices
of public authorities may indicate that they do not normally comply or apply such legislation, and
this must be taken into account. Furthermore, incompatible practices in the destination country
may prevent the effectiveness of the transfer tool, which would also need to be considered. Finally,
legislation may be found to be problematic, leading to a decision to suspend transfers or implement



TRANSATLANTIC DATA TRANSFER COMPLIANCE, 28 B.U. J. Sci. & Tech. L. 158

 © 2023 Thomson Reuters. No claim to original U.S. Government Works. 26

supplementary measures,232 such as those discussed in Sections C and D. The EDPB defines
“problematic legislation” as follows:

[L]egislation that 1) imposes on the recipient of personal data from the European Union
obligations and/or affect the data transferred in a manner that may impinge on the
transfer tools' contractual guarantee of an essentially equivalent level of protection and
2) does not respect the essence of the fundamental rights and freedoms recognised by
the EU Charter of Fundamental Rights or exceeds what is necessary and proportionate
in a *194  democratic society to safeguard one of the important objectives as also
recognised in Union or EU Member States' law, such as those listed in Article 23(1)
GDPR.233

The concept of essence of fundamental rights and freedoms mentioned in this definition is
developed in Part IV.B.3 supra.

In relation to interferences with the fundamental rights to privacy and data protection created by
surveillance measures, the Article 29 Data Protection Working Party set out European Essential
Guarantees (EEG), identified through relevant CJEU and European Court of Human Rights
jurisprudence, which must be respected in order for such interferences to be justifiable.234 These
EEG, which are relevant to the assessment of a transfer tool,235 were originally written in response
to the Schrems I decision,236 and are: “A. Processing should be based on clear, precise and
accessible rule”; “B. Necessity and proportionality with regard to the legitimate objectives pursued
need to be demonstrated”; “C. An independent oversight mechanism should exist”; and, “D.
Effective remedies need to be available to the individual.”237 Furthermore, the EDPB underscores
that these EEG “are based on ... fundamental rights ... that apply to everyone, irrespective of
their nationality.”238 Either the destination third country legislation fulfills these EEG, or it does
not ensure them, in which case the country's surveillance measures would fail the test for the
justifiability of the interference with fundamental rights. However, the Article 29 Data Protection
Working Party noted that the EEG:

should be seen as the essential guarantees to be found in the third country when assessing
the interference, entailed by a third country surveillance measures, with the rights to
privacy and data protection, rather than a list of elements to demonstrate that the legal
regime of a third country as a whole is providing an essentially equivalent level of
protection.239
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The surveillance measures evaluated in the Schrems II case and discussed in Part II.B., for example,
failed the EEG test with respect to several points, notably as they were not sufficiently limited nor
subject to effective redress for data subjects to enforce their rights,240 corresponding to a failure
to ensure guarantees B and D.

*195  Thus, legislation in the destination country may be problematic, including in instances
where the EEG are not ensured with respect to surveillance measures. In such a case, the data
exporter, in cooperation with the data importer, will need to determine whether supplementary
measures, when cumulated with the transfer tool, will help ensure that the data transferred are
provided an essentially equivalent level of protection to that guaranteed in the European Union.241

This study now examines certain supplementary measures, first, other contractual commitments,
then, technical measures such as encryption, and, finally, organizational measures.

C. Other Contractual Commitments

Specifically mentioned by the CJEU in Schrems II as additional safeguards to help ensure
protection of EU data subjects' personal data are contractual commitments, to the extent they do not
contradict SCCs or prejudice data subjects' fundamental rights: “Controllers and processors should
be encouraged to provide additional safeguards via contractual commitments that supplement
standard protection clauses.”242 Such contractual commitments may involve requiring identified
technical measures to be used in order for a transfer to occur.243 They may also be used to
impose transparency obligations on the importer, perhaps being detailed in annexes to the contract.
Examples of these might include clauses requiring the importer to enumerate applicable laws in
the country of destination allowing public authorities access to the personal data, or to disclose
details of access requests (or give information on being legally prohibited from doing so), or to
indicate what is being done to prevent access.244 Another suggested contractual commitment is
to have the data importer certify that it has not used computer programming to allow access to
personal data or the system (such as through back doors) and is not required by law or government
policy to do so, or to hand over any encryption key, when applicable.245

The contract could also stipulate that the data exporter may conduct audits and inspections of the
importer's data processing facilities. Also, if the destination country's laws or practice change in
a way that prevents compliance, the importer could be required to return or delete data and the
contract would be terminated within a specified period.246 In addition, a contract may outline a
“Warrant Canary” procedure, whereby the importer has an obligation to certify at certain intervals
that as of the time of certification the importer has not *196  received any order to hand over
personal data.247 Furthermore, an importer could “commit to reviewing” and challenging orders
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to disclose data that appear to be based upon unfounded legal assertions.248 Finally, in cases where
importers are asked to voluntarily cooperate with public authorities, a contract could stipulate that
personal data “may only be accessed with the express or implied agreement of the exporter and/
or the data subject.”249

However, contractual measures between public authorities and importers, generally only bind
public authorities that are parties to the contract.250 Therefore, although contractual measures
provide some protections, they do not shield importers from the laws of countries that are not
parties to a contract, even if these “third country” laws do not meet the EEG standard.251 Thus,
the EDPB cautions that “contractual and organisational measures alone will generally not” suffice
when data access by public authorities is “based on problematic legislation and/or practices.”252

In those cases, the EDPB recommends that technical measures be relied upon as well.253

D. Technical Measures: Encryption and Pseudonymization

Shortly after the CJEU issued the Schrems II decision, several Data Protection Authorities
(“DPAs”) addressed the issue of supplementary measures. The DPA of the German region of Baden
Württemberg was among the first to address this topic, by introducing encryption, anonymization,
and pseudonymization of data as additional safeguards for personal data transfers to the United
States.254 With respect to encryption, the DPA of Baden Württemberg emphasized that the data
exporter should be the sole holder of the encryption key and argued that the encryption should
be strong enough to prevent American intelligence services from bypassing the encryption and
accessing the data transferred.255 With *197  respect to pseudonymization, the DPA of Baden
Württemberg asserted that only the exporter should have the capability to link the data subject to
the personal data.256

In its recommendations, the EDPB outlines cases that exemplify effective technical measures, such
as preventing public authorities from identifying data subjects or obtaining information about them
(including through inference or cross-referencing databases).257 However, it is ultimately up to
the exporter to analyze a particular situation (and with the cooperation of the importer) determine
which technical measures are appropriate for a given set of circumstances depending on the laws
and practices of the destination country.258 Although the propriety of technical measures may vary
based upon different circumstances,259 in general, technical measures, largely hinge upon the use
of encryption and pseudonymization.260

If “[a] data exporter uses a hosting service provider in a third country to store personal data” an
exporter should implement strong (state-of-the-art) encryption before the data are transmitted.261
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When an exporter uses a “hosting service provider in a third country,” the data exporter should
retain sole control of data encryption keys or give the encryption keys to “an entity trusted by
the exporter” that is located in the EEA or another country that offers “an essentially equivalent
level of [data] protection to that guaranteed within the EEA.”262 Pseudonymizing data before
transmission may also provide data protection by processing data in a way that prevents the
data from being “attributed to a specific data subject.”263 For data pseudonymization to be an
effective supplementary technical measure, additional information required to reconnect the data
to a specific data subject should be “held exclusively by the data exporter and kept separately ...
by an entity trusted by the exporter” that is located in the EEA or in another country that
offers “an essentially equivalent level of [data] protection to that guaranteed within the EEA.”264

Furthermore, technical and organizational safeguards should be used to prevent “disclosure or
unauthorized use of [ ]additional information” required to re-identify data subjects and the exporter
should maintain “sole control of the algorithm or repository that enables re-identification using
[such] information.” Finally, the controller should ensure that data cannot be attributed to a data
subject by public authorities, “even if cross-referenced” with information that public authorities
“may be expected to possess and use.”265

*198  In addition to encryption and pseudonymization, there are other technical supplementary
measures. For example, exporters can split personal data to ensure that no information that “an
individual processor receives [is] suffic[ient] to [partially or completely] reconstruct the personal
data.”266 When personal data are split, separate processors in different jurisdictions process the
different parts.267 Alternatively, entities can “process [ ... ] data jointly,” using what the EDPB
refers to as “secure multi-party computation.”268 Joint processing may be done in a way that
restricts the information that processors receive to information that the processors possessed “prior
to the computation.”269

E. Organizational Measures

Organizational measures can also serve as supplemental measures to help ensure the necessary
level of data protection when exporters transfer personal data to a third country. According
to the EDPB, organizational measures that promote data protection include “internal policies,
organisational methods, and standards [that] controllers and processors could apply to themselves”
and require importers to follow.270 The EDPB highlights internal policies that govern data transfer
obligations as an organizational measure that is especially pertinent to data transfers between
groups of enterprises.271 The EDPB also highlights “transparency and accountability measures;”
“organisation methods and data minimisation measures;”272 and “data security and data privacy
policies, based on ... standards ... and best practices” as supplemental organizational measures that
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provide data protection.273 The EDPB cites ISO norms as an example of a standard that may form
the basis of a data security or data privacy policy, and ENISA's guidelines as a source of best
practices.274 When data are transferred there are many ways in which data are processed (e.g.,
through transmission).275 It is the controller's responsibility to ensure that “appropriate technical
and organisational measures” are employed to ensure GDPR compliance,276 and the controller and
processor must “implement appropriate technical and organisational measures to ensure a level
of security appropriate to the risk.”277 ENISA, which *199  is now named the European Union
Agency for Cybersecurity,278 has been working to create guidelines and provide best practices,
which help determine the appropriate level of action required for security purposes.279

Now that this study has shown how to determine whether supplementary measures are required
for cross-border transfers of personal data to third countries which have not benefitted from a
Commission adequacy decision, and what constitutes potential supplementary measures, it now
illustrates with certain GDPR enforcement actions involving transfers, whether those have resulted
in a sanction or are still in process.

VI. EEA Enforcement Actions Involving Cross-Border Transfers

Very few EEA enforcement actions involving a violation of the cross-border transfer provisions of
the GDPR have resulted in administrative fines issued to the controller or the processor. A search
on the CMS.Law GDPR Enforcement Tracker for sanctions involving a violation of one or more
of Articles 44 through 49 of the GDPR, which are all but one of the articles constituting its Chapter
V (Transfers of personal data to third countries or international organisations), showed only four
violations,280 discussed in Sections one through four below. The cause of this paucity of sanctions
is a subject for further research, although one potential reason may be related to the slowness of
the Irish supervisory authority in completing enforcement action against U.S. Big Tech firms.281

The Irish regulator--the Data Protection Commission (DPC)--acts as lead supervisory authority
under the “one-stop-shop” mechanism282 with respect to many U.S. technology companies who
have their main EU establishment in Ireland,283 as is the case for Facebook (Meta), which is the
primary focus in Section B. Finally, a related action by the European Data Protection Supervisor
is detailed in Section C.

*200  This study first summarizes Member State supervisory authority administrative fines issued
in actions involving cross-border transfers, before discussing the situation in Ireland, particularly
insofar as Facebook (Meta) is concerned, in addition to an enforcement case brought by the
European Data Protection Supervisor.
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A. Member State Supervisory Authority Administrative Fines

Under the GDPR several paths exist for sanctioning data protection violations, perhaps the most
emblematic of which is the issue of administrative fines by Member State supervisory agencies,
which must be “effective, proportionate and dissuasive.”284 This study surveys Member State
supervisory authority administrative fines from France, Spain, Italy, Norway, and Austria for data
protection violations involving the cross-border transfer provisions of the GDPR.

1. France--Futura Internationale

On November 21, 2019, prior to the Schrems II decision, the Futura Internationale company
was issued an administrative fine of £500,000 by the French supervisory authority (Commission
nationale informatique et libertés (CNIL)), in part based on a violation of Article 44 of the
GDPR.285 Following a formal demand by the CNIL, Futura established contractual clauses as
the basis for its transfer of personal data to subcontractors in third countries not benefiting
from a Commission adequacy decision (Ivory Coast, Morocco, and Tunisia, using its Progibos
software286) for telephone prospecting campaigns but failed to use SCCs adopted by the
Commission or a Member State supervisory authority.287

During the sanctioning procedure, Futura adopted clauses from the SCCs, however the clauses
presented were neither in final form nor fully drafted, in *201  particular the remuneration clause,
and were not signed by the two parties.288 Furthermore, while the contracts were subject to the
choice of the law of the nation of the subcontractor, the choice of law should have indicated the law
of the Member State of the data exporter--France.289 The CNIL ordered that legal acts between
Futura and its subcontractors meeting the criteria laid down in Articles 44 to 49 of the GDPR had
to be established, and if Futura chose to use SCCs adopted by the Commission, these had to be
signed by the parties and governed by the law of the Member State in which the data exporter is
established, which is France.290 This case was appealed up to the French Council of State (Conseil
d'État), France's highest administrative court, and Futura Internationale sought to have the fine
annulled or significantly reduced. The Council of State dismissed Futura Internationale's claims
and confirmed that the fine, which was in an amount equal to 2.5% of Futura Internationale's
annual turnover, was not excessive.291

This case is interesting because it involves the export of data for processing to countries other
than the United States, which are low-cost destinations for sub-contracting. It also highlights the
need for good administration of transfer tools, which in this case was sorely lacking. Finally, the
significant percentage of annual revenue fined is notable (as a reminder, the maximum under the
GDPR is 4%).
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2. Spain--Vodafone España

On March 11, 2021, the Spanish supervisory authority--Agencia Española de Protección de Datos
(AEPD)--issued a fine of £8,150,000 against Vodafone España, S.A.U. in part for violation of
Article 44 of the GDPR (specifically assessing £2,000,000 of the total for that).292 Vodafone
entered a contract with *202  Casmar for the processing of the personal data in Peru, by which
the latter would carry out the work through a subcontractor--A-Nexo.293 No safeguards for such
transfer were provided, contrary to what is required by Chapter V of the GDPR,294 as Vodafone
transferred personal data to a third country (here, Peru) which does not benefit from a Commission
adequacy decision.

This case is clear cut, and just emphasizes that companies must understand their legal obligations
under the GDPR.

3. Italy--Bocconi University

In September 2021 a case involving cross-border transfers resulted in sanctions against Bocconi
University (Università Commerciale “Luigi Bocconi” di Milano) in Italy in part for having
transferred personal data to a third country--the United States--without having proven to have
verified and ensured that the transfer in question was carried out in effective compliance with the
conditions set out in Chapter V of the GDPR, in violation of its Articles 44 and 46.295 The case
involved the University's use of software from Respondus Inc. (Respondus Monitor) for proctoring
exams, ostensibly used in order to prevent student fraud during online exams administered during
the COVID-19 pandemic. In this context, biometric data (considered sensitive data under the
GDPR) were used to identify students.296

Respondus, which was the data processor, had used the Privacy Shield Decision as the basis for
data transfers to the United States.297 Following the Schrems II decision, the University added
standard contractual clauses to the contract with Respondus, in an amendment to the data protection
agreement in August 2020. However, in this document, the processor Respondus did not provide
the guarantee of technical and organizational measures required under the referenced SCCs, and
security measures were not detailed in the clauses as they *203  should have been, thereby
depriving data subjects of guarantees with respect to which they were third party beneficiaries.
Also, the documentation did not show any additional measures adopted to ensure compliance with
the required level data protection, nor any evidence of an assessment of this by the University. The
same considerations also applied to the transfer to the sub-processor, Amazon Web Services Inc.,
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also established in the United States. In addition, it appears that data were only encrypted after
processing by the processor, so were transferred in the clear.298

As a result, the supervisory authority ordered a halt to the contested processing through the
Respondus system and issued an administrative fine of £ 200,000 with respect to violations of
Articles 5(1)(a), (c) and (e), 6, 9, 13, 25, 35, 44 and 46 of the GDPR.299 This case underscores the
importance of providing the necessary level of security for the data being transferred and following
EDPB recommendations on supplemental measures.

4. Norway--Ferde

In another September 2021 case, the Norwegian supervisory authority (Datatilsynet) fined
Norwegian toll company Ferde AS five million Norwegian krone (approximately £500,000300)
for, among other things, transferring personal data to China for processing without a valid legal
basis under the GDPR, in violation of its Article 44,301 as no transfer mechanism was in place.
This transfer outside of the EEA was made to a country--China--that does not benefit from a
Commission adequacy decision.

Datatilsynet determined that Ferde AS failed to establish a data processing agreement and did not
carry out a risk assessment. However, the criteria from the Schrems II decision were not considered,
as the period investigated (September 2017--October 2019) preceded that ruling.302 Nonetheless,
this case is *204  significant in that it involves data transfer not to the United States, but to China,
which also houses many large technology firms, and could be used as a low-cost destination for
sub-contracting processing, much like the destination countries in the French case discussed in
Section 1.

5. Austria--NetDoktor

Perhaps the most interesting in many respects of these Member State cases is one from the Austrian
supervisory authority Datenschutzbehörde (DSB), which found an unnamed German publisher to
be in violation of Article 44 of the GDPR in the publisher's use of Google Analytics and its transfer
of personal data to the United States, although no fine has been issued so far.303 Google hosts
the data in the United States, where they are stored and further processed.304 The case involves
Googles Analytics cookies placed on the Austrian medical news website NetDoktor, which track
visitor interaction with the site, collect information about the user's device, and potentially link
to other data using a Google identification number associated with the user's browser.305 Here,
the SCCs used were not sufficient to comply with the GDPR, as Google may be subject to
surveillance under FISA 702, and technical and organizational measures provided (which included
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“baseline encryption”) were not sufficient, as they did not eliminate the possibility of access by
U.S. public authorities.306 Apparently, Google, which based the transfer of personal data to the
United States on SCCs,307 could access data in plain text, meaning they were not protected from
such surveillance.308 Nonetheless, the DSB found that the GDPR only placed legal duties on the
data exporter (the publisher) and not on the importer (Google LLC), although it announced it
would conduct an investigation regarding the latter's compliance with GDPR Articles 5, 28(3)(a)
and 29.309

This decision is likely to be followed by many similar ones from various Member State supervisory
authorities as NOYB has filed 101 complaints across the European Union against companies
using Google Analytics310 after the *205  Schrems II decision. For example, the Netherlands data
protection supervisory authority (Autoriteit Persoonsgegevens (Dutch DPA)) has reportedly been
investigating two cases involving the use of Google Analytics and has announced “the use of
Google Analytics may soon not be allowed.”311 The Norwegian data authority has advised firms to
investigate alternatives to Google services,312 as has the Liechtenstein data authority.313 Although
no fine has been issued yet, France's CNIL ordered an unnamed website manager/operator “to
comply with the GDPR and, if necessary to stop using this service under the current conditions,”314

and compiled a list of alternative web audience measurement tools.315 Previously, the Bavarian
data authority called for a German data controller to stop its use of the Mailchimp tool based
on cross-border data transfer concerns involving transfers to the United States.316 Reportedly,
supervisory authorities in thirty European nations are investigating other cases covering both
Google Analytics and Facebook Connect.317

This case raises questions about the use of web tools that transfer data to the United States, such
as Google Analytics or cloud services, and has implications for a case involving Facebook in
Ireland318 discussed in Section B.

*206  B. Ongoing Action in Ireland: Facebook (Meta) and Possibly Tik-Tok

In late August 2020, shortly after the Schrems II ruling, the Irish DPC sent Facebook a preliminary
order to halt transfers of EU data subjects' personal data to the United States, asking for Facebook's
response.319 This marked a sea change in EU-U.S. personal data transfer relations, as the first
such order to stop such transfers, and the DPC's reasoning that SCCs were not sufficient under
the Schrems II ruling could be extended to other technology and telecommunications companies
subject to Section 702 of FISA.320 That section applies to an “electronic communication service
provider,” which means:
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(A) a telecommunications carrier ...,

(B) a provider of electronic communication service ...,

(C) a provider of a remote computing service ...,

(D) any other communication service provider who has access to wire or
electronic communications either as such communications are transmitted or as such
communications are stored; or

(E) an officer, employee, or agent of an entity described in subparagraph (A), (B), (C),
or (D).321

Certain of these categories may be interpreted broadly, but Google and Facebook, for example,
would clearly fit within the definition of “electronic communication service provider.”322 A similar
analysis should be done for E.O. 12333.323

The difficulty also relates to the business model of these companies which depend upon access to
personal data, and it is not clear how that could use supplementary measures to limit that access
without changing those business models.324 Facebook obtained a freeze on the preliminary order,
which was issued under the 1995 Directive in relation to a case brought by Maximilian Schrems
in 2015,325 and the Irish High Court lifted the freeze in May 2021. The DPC then gave Facebook
six weeks to file submissions.326

*207  As of April 2022, there was still no final DPC decision on legality of Facebook's personal
data transfers to the United States. Furthermore, in its transfer impact assessment, Facebook
reportedly offered no significant supplementary measures to ensure data protection in transfers
to the United States and claimed justifications for ignoring the Schrems II decision.327 In the
assessment, Facebook's lawyers argue that Schrems II was about the Privacy Shield Decision,

https://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1981253038&pubNum=0001043&originatingDoc=I630badb54eaa11ed9f24ec7b211d8087&refType=CA&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
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subject to Article 45 of the GDPR, while Facebook transfers are under SCCs pursuant to Article
46, and that the assessment of U.S. law and practice is materially different under the two articles,
and thus that the CJEU's legal reasoning should not be relied on for the transfer assessment.328

This position on the part of Facebook and its lawyers is very questionable, and disclosure of the
transfer impact assessment may put pressure on the DPC to act.329 However, Facebook's stance
is consistent with its previous legal strategy, which has been determined by two authors to be at
a low level-- compliance (stage two) on a scale of legal strategy ranging from the lowest level--
avoidance (stage one) to the highest level--transformation (stage five).330 Furthermore, Facebook
has threatened to shut down Facebook and Instagram services in Europe if it cannot process EEA
personal data on US-based servers.331

In another interesting development, the Irish supervisory authority is currently investigating
the transfer of personal data to China by TikTok, to see if such transfers comply with GDPR
requirements.332 If that investigation leads to *208  a sanction, it would be only the second time
that transfers to China have been identified as the subject of an EEA supervisory authority action
by this study.

This study now turns to a further decision on cross-border data transfers under a different, but
parallel regulation to the GDPR.

C. European Data Protection Supervisor--European Parliament

The European Data Protection Supervisor (EDPS) describes itself as “the European Union's (EU)
independent data protection authority.”333 The processing of personal data by EU institutions is
excluded from the scope of the GDPR, however other legislation covers that case--the European
Union Data Protection Regulation (EUDPR).334 While its decisions may not seem to be directly
relevant to companies involved in cross-border flows of EU personal data, they may provide an
interesting view of the thinking of the EDPS, which is influential in data protection, sits on the
EDPB,335 and has voting rights for the EDPB's dispute resolution decisions when they concern
principles and rules applicable to EU institutions, bodies, offices and agencies corresponding in
substance to those existent under the GDPR.336

On January 5, 2022, the EDPS adopted a decision in response to a complaint signed by certain
members of the European Parliament involving one of the latter's websites.337 The Parliament
contract with a private company (Ecolog) to conduct mass COVID-19 PCR testing and to run a
website allowing online registration for the testing. Complainants learned that the relevant website
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used *209  Google Analytics.338 The Parliament admitted the possibility that a transfer of personal
data did occur to the United States, in cases “where users connected to the webpage from private
connections outside the network of the European Parliament, accepted the cookies from the website
and did not have cookies disabled in their browsers.”339 The EDPS considered the Parliament
the controller in this case, making it responsible for evaluating the guarantees provided by the
processor,340 and assigning the Parliament the “primary duty of compliance.”341

The EDPS found that tracking cookies, such as those of Google Analytics, were personal data,
and personal data were processed through the trackers. Here the EDPS referred to Google's reply
to the DSB in the NetDoktor case discussed in Section A.5 above that “all data collected through
Google Analytics is hosted (i.e. stored and further processed) in the USA” for the conclusion that
data transfers to the United States took place.342 The EDPS took the view that, following the
Schrems II ruling, “transfers of personal data to the US can only take place if they are framed by
effective supplementary measures in order to ensure an essentially equivalent level of protection
for the personal data transferred,” however the Parliament brought no evidence of such measures
to supplement the SCCs on which it relied. Thus, the EDPS found that there had been violations
of the provisions on transfers of personal data to third countries or international organizations of
the EUDPR.343

This case further highlights the need for investigation of personal data flows through a kind of
“due diligence,” which includes in its scope “any third-party providers, plug-ins or other bits
of embedded code,” to avoid sanction.344 In addition, it highlights the point developed in the
NetDoktor case, that the use of cookies may involve cross-border data transfers, and these may lead
to sanction in the absence of proper supplementary measures. It also presages further decisions of
a similar nature in the future.345

D. Conclusion on EEA Enforcement Actions

In sum, data exporters must understand their obligations under the GDPR, including security
obligations, and ensure that processors have technical and organizational measures in place also to
ensure good personal data security. Data transfer tools, when used, must be properly administered,
and if a transfer assessment indicates they are required, supplemental measures should be *210
employed.346 That transfer assessment is akin to due diligence and it must include an evaluation
of whether it is possible for the data importer in the destination country to comply with their
transfer tool obligations, given the local legislation and practice.347 Particularly problematic are
cases where there is a potential for public authorities to access such data for surveillance purposes
in conditions where European fundamental rights and freedoms are respected. Companies need
to be aware that the use of tracking cookies and other online services may involve data transfers
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and should perform a transfer assessment on those transfers, as well as direct transfers.348 Data
transfer requirements apply to any destination third country, which does not benefit from an
existing Commission adequacy decision.349 Finally, companies should monitor the progress of the
Facebook case in Ireland for insights that it may bring.

VII. Lessons for Compliance

First, companies should identify mechanisms on which they base their data transfers. They should
no longer be basing transatlantic data transfers on the Privacy Shield Decision, which has been
invalidated, although they may continue to have liability with respect to their obligations under
the Privacy Shield,350 if they were on the Privacy Shield List. This is true despite the DoC's
enigmatic affirmation that it “will continue to administer the Privacy Shield program, including
processing submissions for self-certification and recertification to the Privacy Shield Frameworks
and maintaining the Privacy Shield List.”351 If not already accomplished, companies that transfer
EEA personal data to the United States, whether directly or indirectly, should choose to replace the
Privacy Shield by a data transfer mechanism such as SCCs352 based on the 2021 SCC Decision.353

If they need a transfer mechanism for intragroup transfers, BCRs are the evident choice.354

*211  Even if the announced Trans-Atlantic Data Privacy Framework is finally agreed upon, this
will take time, and today cannot be counted upon. As an example, the procedure for an adequacy
decision sketched in Part III.E. took nearly half a year in the case of the Privacy Shield Decision--
from February 2, 2016 (when an agreement on first version of the Privacy Shield Agreement was
announced, although full documentation came later, on February 29, 2016)355 until August 1,
2016 (when the final version became applicable).356 Furthermore, it is questionable whether any
replacement framework would be able to survive a new court challenge, which is likely, without
a reform of U.S. surveillance laws.357 It is likely that the new framework, if finally implemented,
will be challenged in court, as unnamed officials have been reported to have cautioned.358 Indeed,
an initial reaction from Max Schrems (litigant in Schrems I and Schrems II), honorary chair of data
privacy NGO noyb, was that a “Schrems III” challenge was possible, if the Trans-Atlantic Data
Privacy Framework “is not in line with E.U. law.”359

If the Trans-Atlantic Data Privacy Framework is finally implemented, companies could then use
that transfer mechanism, which would likely be subject to periodic review by the Commission. This
was the case for its predecessor the Privacy Shield.360 Given the uncertainty that may be generated
by ongoing review and the threat of court challenge, companies may, however, decide that it is
more efficient to adapt their internal processes to the SCCs based on the 2021 SCC Decision,
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instead, thus avoiding any disruption in their transfers in the event that the new framework is
invalidated. In any event, these developments need to be monitored on an ongoing basis.

*212  Second, potentially the most important lessons for compliance may be that data exporters
must know their transfers--which is to say, map their data flows--and do a focused but
“thorough and robust” transfer impact assessment, including justifications for the transfer.361 This
assessment, which has been described as a form of “due diligence,” should now, following the
NetDoktor decision, cover tracking cookies as well as direct transfers.362 Companies should also
remember that “remote access from a third country (for example in support situations) and/or
storage in a cloud situated outside the EEA offered by a service provider, is also considered
to be a transfer.”363 Indeed, in order to correctly conduct the assessment, a full understanding
of the requirements of Schrems II (which include the requirement of respect for the essence
of fundamental rights and freedoms, discussed in Part IV.B.3) must be gained. The destination
country law and practice, and the transfer tool, taken together, should allow for enforceable data
subject rights and effective remedies. As part of the assessment, a determination must be made on
whether the data importer can comply with its obligations under the chosen transfer mechanism
under the laws and practices of the destination country. To help data exporters, the EDPB has set out
“Possible Sources of Information to Assess a Third Country,” which include European case law,
adequacy decisions, transparency reports, and many other ideas about where to start research.364

If the data importer cannot comply with its obligations, there should be a suspension of transfers
and potential a termination of the transfer mechanism contract.

Third, for problematical jurisdictions, such as the United States, something more will likely be
required to transfer data lawfully. The transfer impact assessment should determine if this is the
case and should identify the proper transfer tool and any appropriate supplementary measures
needed, whether they be other contractual ones, technical ones, or organizational ones. Pride of
place, with respect to technical measures, goes to strong encryption before transmission of the
personal data, reliably managing encryption keys kept under the control of the data exporter, proper
use of pseudonymization and split or multi-party processing, depending on the circumstances. In
this analysis, consideration should be given as whether the personal data being transferred may
be subject to surveillance, either in the hands of the data exporter, the data importer, or in transit.
For example, is one of the parties subject to surveillance *213  legislation, such as (in the United
States) Section 702 FISA or E.O. 12333? If a U.S. Big Tech cloud computing provider is in the
loop, for example, then surveillance legislation likely applies.365

Fourth, as was seen in the NetDoktor case, the use of tracking cookies may involve inadvertent
transfers of European personal data to third country such as the United States.366 Companies should
consider limiting the number of cookies used on their websites. This is consistent with the concept
of data minimization, which is enshrined as a data quality principle among the data protection
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principles in the GDPR: “Personal data shall be: ... (c) adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed (‘data minimisation’).”367 One
example of how data minimization may be applied by a data exporter is provided by the EDPB:
“identify those sets of data that are not necessary for the purposes of the transfer and, therefore,
won't be shared with the data importer.368 European alternatives to service providers may also be
considered in connection with services provided by those whose cookies are placed on websites,
thereby avoiding a transfer outside of the EEA.

Fifth, there may be a definite advantage gained through use of cloud and other service providers
located within the EEA and use of contracts providing clearly that there will be no data processing
in third countries. Reportedly, this has pushed tech giants such as Google, Microsoft and and
TikTok to store more data in Europe.369 This effect may be referred to as “soft” data localization,370

which is a contrast with “hard” data localization laws in China and Russia,371 for example, as it is
not forced but chosen data localization, even if there might be a friendly nudge to do so. However,
this suggestion will displease trade liberalists.

Conclusion

The use of data plays an important role in today's economy and hard data localization and data
transfer restrictions provide challenges for trade. The GDPR sets out requirements for cross-border
personal data transfers outside of the EEA. Unless a third country benefits from a Commission
adequacy decision, attesting to its adequate data protection, personal data may not be transferred
*214  there from the EEA without something more--a transfer tool, such as the popular SCCs
or BCRs. However, companies should perform a transfer impact assessment prior to engaging
in transfers. That exercise, which is a form of due diligence, must involve an evaluation of the
respect of the essence of fundamental rights in the destination country, taking into consideration
the transfer tool.

In 2016, the United States benefited from a treatment of favor--recognizing the importance of
the Europe-U.S. trade relationship--when the Privacy Shield Decision was adopted, allowing U.S.
companies to self-certify to compliance with the Privacy Shield Principles and transfer personal
data from the EEA to the United States. This was so even though the United States still does not
have an omnibus federal data privacy law that could be considered as adequate data protection,
from a European perspective. In a CJEU case involving Facebook and aimed at SCCs, the CJEU
found that, in using the Privacy Shield the essence of fundamental rights in the United States
was not respected, and that something more was needed. Consequently, the EDPB proposed
supplemental measures that companies may use to ensure GDPR compliance, which are detailed
in this study.
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This study has also surveyed EEA enforcement action, and through an analysis of these decisions
and EDPB guidance, has distilled lessons for compliance for companies. Good personal data
transfer tool administration and proper use of encryption are well placed on this list. One
controversial suggestion, that may result from the NetDoktor case, involves the use of what may
be described as soft data localization. Companies cannot today count on a quick replacement
for the Privacy Shield, considering the apparent American distaste for modifying their relevant
surveillance law, which makes a quick fix unlikely and perhaps localization of data in the EEA
more palatable.

Finally, this study has shown that the concerns now addressed with respect to the United States
following the Schrems II ruling, are also relevant to other jurisdictions. Even more reason
to monitor developments, such as those of the case of Facebook's data transfers before the
Irish supervisory authority, given the importance of personal data in the context of today's
global economy. Furthermore, it is also an incentive to understand the parameters of EEA legal
requirements analyzed in this study, given the importance of the European bloc in international
trade and the potentially high fines that may be imposed under the GDPR.
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